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1. Overall Description:
In a research paper, it has been pointed out to SA3 that a 5G AKA race condition could be possible if a UE initiates multiple Registration Requests . SA3 thinks that such a race condition could arise because, based on the current authentication service description, the Nausf_UEAuthentication_Authenticate Request sent by the SEAF includes the SUCI while the Nausf_UEAuthentication_Authenticate Response received by the SEAF does not. This means that the request and response cannot be bound together using the SUCI. 

If across the whole procedure, there is nothing that binds the first request and the final response. 
, SA3 believes that an attacker could exploit this in the scenario where the SEAF sends multiple Nausf_UEAuthentication_Authenticate Request(s) for the same UE and is unable to correlate the different responses to the respective requests. 

SA3 has a number of questions for CT4:
Question 1: SA3 would like to know whether CT4 agrees that there is a lack of binding between the first request and final response at the stage 3 level? If yes, whether CT4 has taken the described race condition into account in their protocol design?

Question 2: If so, could CT4 inform SA3 how this condition is avoided, e.g., by pointing SA3 to the relevant specification?

Question 3: SA3 would like to know whether CT4 would find the attached CR helpful to be included in SA3 specification? 

2. Actions:
To CT4 group.
ACTION: 	SA3 kindly requests CT4 to answer SA3’s questions mentioned above.
3. Date of Next TSG-SA WG3 Meetings:
SA3#91Bis	21-25 May 2018		La Jolla (US)
SA3#92	20-24 August 2018		(TBC) China
